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‘ 1 Answer 04 Questions only. Calculators W

1. a) State the Little Fermat’s theorem.

Using JT: above theorem, find 4532 mod 11.

‘ b) Explain the terms
(i) Egc‘ryption
(i) Decryption
used in lcryptosystems.
c) Ina Cagsar cipher, the encryption and decryption functions are given by

c= ck(m} and m = dk(c) = dk(ek(m))»

respectively, where m is the plaintext message, ¢ is the resulting ciphertext, e is the encryption

function, d is the decryption function and k is the key. i
Let us consider the English alphabet with letters represented as

A=0,B=1,--,Z=25.
(i) Write down the encryption function ¢ = ex(m) and decryption function m = dg(c) explicitly.
(ii) Suppose that the following ciphertext encrypted using Caesar cipher with k = 11 has been

’ received by you.
\ OPALCEXPYE ZQ XLESPXLETND

i ‘ :
y Decrypt the above ciphertext to obtain the original message ignoring the spaces.

i
I

2. a) In the RSA public key cryptosystem, explain

(i) key generation
(ii) the encryption algorithm
(iii) the decryption algorithm
b) (i) Let the primes p and ¢ be 7 and 13 respectively. Choosing the encryption key, e as 5 find the
decryption key d. : :
(i1) ETrypt the message m = 10. Decrypt the ciphertext you obtained.
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a) Find Q(z) and R(z) such that f(z) = Q(z)g(x) + R(z), where deg(R(z)) < deg(g(x)), if
4) flz) =23 +z+1and g(z) = 22 + z + 1 in Fo[z],
(i) f(z)=2%+2z*+2z+1 and g(z) = 223 + = + 3 in Fs[z].

b) Find the greatest common divisor (ged) of f(z) = P+ +z+land g(z) =zt +22+z+1in
Fa[z] using the Euclidean algorithm.

c) (i) Define “an irreducible polynomial” over a field.

(ii) Consider the irreducible polynomial 22 + 2 + 1 in Fofz]. Find the residue classes of —ﬁg—g]——l-
z +
F
(iii) Construct the addition and multiplication tables for —2—-—2@—
z-+z+1

a) Explain the process of data transfering inside the following Serial-in Serial-out shift register with 4
stages.

—» data out

|
|
|
|

data in —» StageA | StageB Stage C Stage D

4

clock

b) (i) Find the recurrence relation for the function ¢* + ¢+ 1 in F3[t].
(ii) Write down all possible pairs of initial conditions in F3 for the recurrence relation in part(i)
above, and find the first 10 terms corresponding to each pair. Hence determine the periods.

(iii) For each of the period find the corresponding minimal polynomial. —

a) (i) Define ISBN code in the usual notation.
(ii) What is the minimum distance of the ISBN code?
(iii) Is the following string is a valid ISBN? Justify your answer.

0— 1316 — 5332 -6

b) Define the following terms.

(i) Hamming distance d(z1,z2) between two codewords z1 and 3.
(ii) Minimum (Hamming) distance d(A) of a code A.
(iii) Hamming weight w(z) of a codeword z.

2 Continued.



Let A = {21, 29,23} be the following code over Fa.
\

|
‘: | | z1 = (0000), =z = (0111), x3 = (1010)
\ \ '
(o) F ind“the hamming distance between each pair.
o (8) Find“t e minimum(hamming) distance of the code A.

(v) Express the code A in the form [n, k, d].
c¢) What doEr u mean by the following phrases? 7
\ (i) Cis :‘;\, t—error detecting code,
w. (ii) C is a t—error correcting code.

\\ The Marir‘il r 9 used the binary (32,64,16) code to transmit pictures from Mars to earth. Determine
’\ how many errors it can correct.

‘ d) (i) State the Sphere-packing and Singleton bounds for a t—error correcting g—ary [n, k] linear code.
\ (i) What are perfect codes and Maximum Distance Seperable (MDS) codes?

:\ (iii) Is the"‘ inary [11,8, 5] code both perfect and MDS? Justify your answer.
| |

\\6. a) Let C be Z‘; 5,2) binary code with generator matrix
| |
|
|
|

g
| vdai

1 0]
\ Tl
|
(i) Write “d%)wn the code C.

(ii) Find the cosets of C.
(ili) Obtain the parity check matrix H associated with G.
(iv) Construct the Slepian standard array for this problem.

{(v) Extengl he standard array in part(iv) by listing the syndromes of each coset leader in an extra

\ column on the right.

! (vi) Hence, decode the following received codewords.
1 (@) 111}1&1

| (5) 01011

\ b) What is the meaning of even parity and odd parity?

Explain each term by giving an example.
&

>

| | =
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1. &) Little Fermat 6@ ge®ww gm6 D05
9w Heduw Wdnens 4532 mod 11 etesiD.

&3) cryptosystems &3 2550 ©2)
| (i) Encryption
(ii) Dedryption
32 2 50188 OB,
&) Caesar cipher @3 encryption ¢3¢ decryption &> BEeDES

c=er(m) e m=di(c) = drlex(m))

D88 eex) A evd e m wy plaintext B&RDRBE, ¢ WP ciphertext &, e B encryption

&g, d wpy decryption oag, k oy WS (key) ¢ 2.
et A=0,B=1,--,Z =25 octs B0 -G8 0w (English alphabet) e

(i) encryption & ¢ = ex(m) esto decryption e m = di(c) 8298 e G ¢SO,

(ii) k = 11 e5t8m Caesar cipher @G encrypt B 89D § @O ciphertext DD ©1d

& B3>,
OPALCEXPYE ZQ XLESPXLETND

Bed aDmnn eznwcm widS 8¢ 8&ONW E OB esgw 9w ciphertext decrypt

DO,

2. &) RSA public key cryptosystem &5 &2
(i) wroy Bz (key generation)
(ii) otvmeen e1de®Bmda (the encryption algorithm)
(iii) SeBrwoes aGe®BOw (the decryption algorithm)
s188 »SBI.
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1
&) \(1) P £ g HOUD e BEeDEsS 7 eso 13 ©Ee ©BY,. encryption WS e iz 5 @@
‘ ©®) decryption WS d ®@escs532.

| |

“ 4ii) m = 10 encrypt @0232). &8 e@©8 ciphertext decrypt 6232,
1
\

3. )| ) Bolol B F5) = 8+ £k Lesto )it el
(i) Fs[z] e f(z) =28+ 2%+ 2+ 1 eseo 9(z) =223+ z+3
| 2® f(z) =Q(z)g(z) + R(z) O @88 Q(z) et R(z) etcszizn.
“ | ©® deg (R(z)) < deg {g(x)) @d.

§) Euclidean §1Ge809u wmdnews’ Fijz] ne f(
8 D0 @esg 808 (greatest common divisor(ged)) @escszsda.
L

a) !(} ) emdguns 880wt ampBe Avesewss (irreducible polynomial) &8¢ exiDz3z.
|

(1#) Fp 8300 22 + z + 1 exyoBe Awpseas (irreducible polynomial) ¢3ezz32). x—zg—z{mﬂ?
| 2D&E0) w538 (residue classes) Gesaz.
\
(i) A
|
!

)=z +adfz+1 esp 9(z) =z*+ 22 +z+1

1z 5] SR OBED e Qe O eRDOTI.
| |

|

|

| |
4. &) BB B0 @B gD 4 B OB egdion anEd (serial-in) estp egdawn 8OO
(serial-out) estBz shift regisetrs &5 {8 YOI Bed FwDBe 188 DS,
| |

] I l
Stage D ’—f data out

| | | |
| *

| | datain — | Stage A Stage B

Stage C

| clock

&) (1) \]F 3ft] Re ¥+t + 1 o e 823608 L3PV (recurrence relation) ®@¢e31c3z52.

(ii) e (i) emdeed @18 816OED PV VOed, Fs e a8 Bue® DB ¢6dwz
| gDeBum) GoE Bwr eBDs, S B weEd @Y1 e ¢ 10 @533,
| 50823 20OBmws’ Benc S,

(iii)“ éaams O O @OUDIS €36299 @2)6:2 minimal polynomials e39cs232.

5 @) (i)i égdlg @00z ISBN embm g8 esdzi.

(i) | ISBN ezmned ¢0® ¢6 n@nde?

(iif) | 0 — 1316 — 5332 ~ 6 O ISBN onbpume? @ded BEnS 81188 wSBi.

@) B aEedn ue ¢5S b,
|

(i) 1x‘1 e 2 OBWBOOD €4 858 S ¢S (Hamming distance), d(z1,zs).
(ii) 4 eBowm 80O (01&) ¢6 (Minimum (Hamming) distance), d(A).
(iii) “x“@zﬁma@zﬂwm & &S (Hamming weight) w(z).

IO tato Yo N
| |



Fy 8300 A = {z1,22,23} ©32) 89D B0 68DWs’ WA ©HY,
x1 = (0000) z9 = (0111) z3 = (1010)

a) O 8 3od evd @B S ¢6 (Hamming distance) ©e33¢3232.
B) A epews 809 (&) ¢6 (Minimum (Hamming) distance) @tc3z32>.
(7) A e [n,k,d] 23266653 5@ DIBI.
&1) ©wn &eD> phrases Del28 VD @ewed 62363 OE?
(i) C ) t—error detecting e=dmws e®
(ii) C w2y t—error correcting ez @O.
aeowd; B0 2a85ud $rnds et ene tewd Mariner 9 wizds S825 (32,64,16) 580
e Wl B . O eBBLd ©¢i el tarDE BOISE mg VB3
BErw »853.
&) (i) t—error correcting g—ary [n, k] &5 @m0 €3¢ 6483014 @292y wzS Sphere packing et
Singleton ©8wsdn LwI® WSBIB.
(ii) perfect et Maximum Distance Seperable (MDS) €255 52y @212702¢?
(i) [11,8,5] éDw ez perfect e300 MDS ©0¢? Dod 8RS 3200 WOBD.

6. @) C @) & BB

O D0 ol e B OB,
(i) C o Buw O3>,

(ii) C B8 cosets Bwr ¢BOB3.

(i) C e3¢ parity check matrix H ©&3332532.

(iv) o®® 09D e3¢ Slepian standard array OB

(v) e2® coset leader &2929® Bz30830c (syndrome) ¢4 &3t 00O Bowm c18ednon 6823
owD (iv) ewdetsd Slepian standard array Se3BEencs S5

(vi) &0e8z8 e gD wdeduens B et DO (codewords) decode Sz32.
(@) 11111
(8) 01011

&@2) even parity &5t odd parity ¢35 9O @l ©OBe? cwdeRe NED 0437 Ved BES
1188 DSBIB.
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