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The ElGamal cryptosystem was introduced by Taher ElGamal in 1985. It is
one of the most widely used public key cryptosystems and a probabilistic
algorithm that was developed based on the Diffie-Hellman key exchange
protocol. Unlike the Diffie-Hellman algorithm, this is a complete encryption-
decryption system that depends on the discrete logarithm problem. Its security
is based on the difficulty of finding the discrete logarithm modulo a large
prime. We have introduced a generalized ElGamal algorithm using the Euler
phi-function of the plaintext and the prime factorization of the plaintext. The
algorithm is designed under the three primary steps of key generation,
encryption, and decryption. The encryption process is improved in the sense
that it depends on the Euler phi-function of the plaintext and the prime
factorization of the plaintext. Modular exponentiation is taken twice during
the encryption process, one with the multiplication of the Euler-phi function
of the plaintext and the number of distinct prime factors of the plaintext with
respect to the chosen prime number modulus and then with the secret
encryption key. The key generation and the decryption process for the new
system is similar to that of the standard ElGamal cryptosystem. The security
of the system depends on the discrete logarithm problem which is known to
be computationally hard. The proposed system preserves security against the
Chosen Plaintext Attack (CPA).
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